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The New Reality of Phishing 
What do Email, Text, social media, and Online Messaging all have in common? They can all be used to share memories from 

around the world, but they can also be used to distribute phishing attacks. The new reality of phishing is that they are using a 

multipronged approach; they are now reaching your social media feed, text messages, and phone calls. 

 

• Social Media/Trusted Platforms 

o We all love to connect with friends and family – be aware that attackers are leaning on those connections to 

trick you into sharing information (email, password, personal identification information). Know that attackers 

often use "free" or "discounted" items on social media to start the attack by gathering this information to use 

later to trick or scam you. These attackers will infiltrate a group or person of an account you trust to lean on the 

relationship to catch your guard down.  

 

• Text Messaging Phishing (Smishing) 

o Attackers have moved to using unsolicited text messages that appear to be from a legitimate source. Often, 

these messages will have a strong sense of urgency, with a link encouraging you to click the link and taking 

you to a fake portal to extort your information. Scammers often use names of large corporations to increase the 

likelihood of you being a legitimate customer.  

 

• Vishing (Voice Phishing) 

o Vishing is a newer form of phishing that utilizes the convenience and urgency of calling in an attempt to prompt 

an immediate response. The method is very similar to smishing, where they use the names of trusted, 

legitimate organizations to instill a sense of urgency. If you are on the phone with a suspected vishing attack, 

hang up immediately and be weary of saying "Yes." They can record your voice for further use or verification. 

 

Phishing is not just lurking in emails anymore. It's infiltrating our texts, social media feeds, and even phone calls. Scammers are 

getting crafty, using our trust and connections against us. From tempting offers on social platforms to urgent texts and slick voice 

calls, they're pulling out all the stops. Staying savvy is key; being aware of these tricks and keeping your guard up can help 

dodge these digital attacks. Stay informed, stay skeptical of anything fishy, and minimize your public information footprint where 

possible.  

 

CISA has created helpful materials for you and your customers. 

https://www.cisa.gov/secure-our-world/recognize-and-report-phishing

